GO DADDY® TECHNICAL BRIEF  eCOMMERCE SECURITY

WHY YOU NEED AN SSL CERTIFICATE
In the world of electronic commerce, security is paramount. Although Web sales are on the rise,
widespread fears about sending private data over the Internet keep millions of potential shoppers from
buying online.
According to Connecticut-‐based IT research firm Gartner, Inc., 15 percent of U.S. Web shoppers are so
worried about online fraud that they don’t shop on the Internet at all. The numbers are even higher in
Great Britain, with 41% of respondents to a CyberSource Ltd. survey citing security fears as one reason
they don’t shop online.
To run a successful Internet business today, you absolutely must assure customers that their credit card
numbers and personal information will be kept safe from interception. If consumers perceive that their
sensitive data might be compromised online, they are unlikely to do their shopping on the Internet.
But the news isn’t all bad. In response to the growing number and sophistication of Internet thieves,
Web users are getting smart about online security. More and more of them are looking for the padlock
icon, the “https” prefix or a green address bar before submitting personal information to any website.
It doesn’t matter how big or old or trusted your business is -‐-‐ if your company’s website doesn’t display
the telltale signs of a Secure Sockets Layer (SSL) Certificate, visitors may leave before making a purchase,
creating an account or even signing up for a newsletter.
Installing an SSL Certificate on your website protects information flowing to and from your site from
cyber thieves intent on stealing personal data. Names, addresses, passwords, account and credit card
numbers – all are safe when submitted to a website with a valid SSL.
Go Daddy sells more new SSL Certificates than any other SSL provider in the
world, making it #1 in net-‐new SSL Certificates.
What is an SSL Certificate?
At its most basic, an SSL Certificate is a piece of software that encrypts all information moving to and
from the Certificate holder’s website. This means no exchange between the website and its visitors can
be intentionally or accidentally “overheard” by a third party, regardless of whether the visitor is placing
an order or just signing up for a newsletter.
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Once a website visitor enters a secure area of an SSL-‐protected website, the following takes place:


 7KHYLVLWRU·VEURZVHUUHTXHVWVDVHFXUHVHVVLRQIURPWKHVHUYHURQZKLFKWKHZHEVLWHLVVWRUHG



 7KHVHUYHUUHVSRQGVE\VHQGLQJWKHYLVLWRU·VEURZVHUDGLJLWDOFRS\RILWVVHUYHUFHUWLILFDWH




 7KHYLVLWRU·VEURZVHUYHULILHVWKDWWKHVHUYHU·VFHUWLILFDWHLVYDOLGLVEHLQJXVHGE\WKHZHEVLWH
IRUZKLFKLWZDVLVVXHGDQGKDVEHHQLVVXHGE\D&HUWLILFDWH$XWKRULW\WKDWWKHEURZVHUWUXVWV




,IWKHFHUWLILFDWHLVYDOLGDWHGWKHEURZVHUJHQHUDWHVDRQHWLPH´VHVVLRQµNH\DQGHQFU\SWVLW
ZLWKWKHVHUYHU·VSXEOLFNH\




7KHYLVLWRU·VEURZVHUVHQGVWKHHQFU\SWHGVHVVLRQNH\WRWKHVHUYHUVRWKDWERWKVHUYHUDQG
EURZVHUKDYHDFRS\



7KHVHUYHUGHFU\SWVWKHVHVVLRQNH\XVLQJLWVSULYDWHNH\



7KH66/´KDQGVKDNHµSURFHVVLVFRPSOHWHDQGDVHFXUHFRQQHFWLRQKDVEHHQHVWDEOLVKHG






$SDGORFNLFRQDQG´KWWSVµSUHIL[DSSHDULQWKHYLVLWRU·VEURZVHUEDULQGLFDWLQJWKDWD
VHFXUHVHVVLRQLVXQGHUZD\ XQVHFXUHGZHEVLWHVVKRZLQJDQKWWSSUHIL[W\SLFDOO\ORVH
FXVWRPHUVDWWKLVSRLQW ,ISURWHFWHGZLWKD3UHPLXP66/&HUWLILFDWHDJUHHQDGGUHVVEDU
ZLOODOVRDSSHDULQFOXGLQJWKH&HUWLILFDWHKROGHU·VQDPH

In a survey conducted by Synovate,RIUHVSRQGHQWVVDLGWKH\ORRNIRUWKHORFN
LFRQLQDZHEDGGUHVVEDUDQGIRUDORJRIURPDQ,QWHUQHWVHFXULW\SURYLGHU
&DOOHGWKH66/´KDQGVKDNHµWKLVHQWLUHSURFHVVWDNHVSODFHEHKLQGWKHVFHQHVSURYLGLQJDQ
XQLQWHUUXSWHGH[SHULHQFHIRUWKHVLWHYLVLWRU
,IDYLVLWRUDWWHPSWVWRVXEPLWSHUVRQDOLQIRUPDWLRQWRDZHEVLWHWKDWLVQRWSURWHFWHGE\DYDOLG66/
&HUWLILFDWHWKHYLVLWLQJEURZVHU·VEXLOWLQVHFXULW\PHFKDQLVPZLOOVHQGDZDUQLQJWRWKHXVHU$GLDORJ
ER[ZLOODSSHDUWHOOLQJKLPKHUWKDWWKHVLWHLVQRWVHFXUHDQGWKDWVHQVLWLYHGDWDPLJKWEHLQWHUFHSWHG
LQWUDQVLWE\WKLUGSDUWLHV:KHQIDFHGZLWKVXFKDZDUQLQJPRVW,QWHUQHWXVHUVVHYHUWKHFRQQHFWLRQ
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SSL Certificates not only confirm the identity of the Certificate holder’s website to the visitor’s browser
but also encrypt information sent and received by the holder’s website. Information contained in the
digital Certificate includes:





7KH&HUWLILFDWHKROGHU·VQDPH LQGLYLGXDORUFRPSDQ\
7KH&HUWLILFDWH·VVHULDOQXPEHUDQGH[SLUDWLRQGDWH
$FRS\RIWKH&HUWLILFDWHKROGHU·V´SXEOLFµFU\SWRJUDSKLFNH\
7KHGLJLWDOVLJQDWXUHRIWKH&HUWLILFDWHLVVXLQJDXWKRULW\

An SSL Certificate allows you to build an impenetrable fortress around your
customers’ most sensitive data.
Phishing and Pharming
Phishing and pharming continue to pose real threats to unsuspecting Internet users.
PhishingLVDFRPPRQVFDPWKDWXVHVIDNHHPDLOVIURPOHJLWLPDWHFRPSDQLHVWRWULFNUHFLSLHQWVLQWR
revealing their account numbers, passwords – even credit card and social security numbers.
7KHVFDPVWDUWVZKHQDQDFFRXQWKROGHUZLWKDOHJLWLPDWHEXVLQHVVUHFHLYHVDQHPDLOWKDWORRNVOLNHDQ
DXWKHQWLFQRWLFHIURPWKHFRPSDQ\ZKHUHWKH\GREXVLQHVV7KHHPDLOUHFLSLHQWLVLQVWUXFWHGWRFOLFN
WKURXJKWRDZHEVLWHZKHUHWKH\DUHDVNHGWR´YHULI\µWKHLUSHUVRQDOLQIRUPDWLRQ6XFKHPDLOVRIWHQ
WKUHDWHQDORVVRIDFFRXQWDFFHVVLIWKHUHFLSLHQWGRHVQ·WWDNHDFWLRQ
2QFHWKHUHFLSLHQWVFOLFNWKURXJKWKH\·UHJUHHWHGE\DNQRFNRIIZHEVLWHWKDWRQO\ORRNVOLNHWKHUHDO
WKLQJ8QOHVVWKHYLFWLPORRNVFDUHIXOO\RUFKHFNVIRUWKHKWWSVSUHIL[WKH\·UHOLNHO\WRVXEPLWWKH
UHTXHVWHGGDWDQHYHUNQRZLQJWKH\·UHKDQGLQJWKHLUPRVWSULYDWHLQIRUPDWLRQWRWKLHYHV
More sophisticated than phishing, pharmingLVWKHSURFHVVE\ZKLFKDQ,QWHUQHW6HUYLFH3URYLGHU·V ,63
GRPDLQQDPHVHUYHU '16 HQWULHVDUHKLMDFNHG7KHLGHDLVWRUHGLUHFW,QWHUQHWWUDIILFWRDIDNHZHEVLWH
LQVWHDGRIWKHUHDOWKLQJ:KHQD´SKDUPHUµVXFFHHGVLQVXFK'16´SRLVRQLQJµHYHU\FRPSXWHUXVLQJ
WKDW,63IRU,QWHUQHWDFFHVVLVGLUHFWHGWRWKHZURQJVLWHZKHQWKHXVHUW\SHVLQD85/ HJ
ZZZHED\FRP 
3UHPLXP66/&HUWLILFDWHVRQO\6WDQGDUG66/&HUWLILFDWHVFRQWDLQWKHGRPDLQQDPHRQO\DQGQRLQIRUPDWLRQRQZKRSXUFKDVHGWKH&HUWLILFDWH
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How an SSL Protects Consumers Against Online Fraud
The first and most obvious way SSL Certificates protect consumers is by virtue of the verification
required to receive one from a Certification Authority (CA) such as Go Daddy.
A "pharmer" simply will not be able to obtain an SSL certificate for the domain they've targeted,
since they cannot prove domain ownership.
Those criminals who attempt to purchase SSLs for domains that resemble those of well-‐known
companies will be foiled as well. The stringent fraud-‐prevention measures of most CAs lead them to
detect such schemes, denying certificate requests for suspicious domains.
SSL Certificates protect consumers in other ways as well:
No lock icon: Because CAs typically don’t issue certificates to fraudulent phishing or pharming
sites, such sites rarely use SSL encryption. Savvy Internet users are alerted by the absence of a
padlock icon in their browser’s status bar.
Name mismatch error: A pharming site could try to use a certificate issued by a CA for another
domain owned by the pharmer, but the visitor’s browser will warn him or her that the URL
they’re visiting doesn’t match the Certificate presented by the fake Web server.
Untrusted CA: A pharming site might attempt to use a certificate issued by an untrusted CA. In
this case, the user’s browser will generate the following warning: “the security certificate was
issued by a company you have not chosen to trust.”
When presented with such warnings, most Internet users are only too happy to abandon their activity or
transaction. In this way, SSL certificates provide legitimate business owners and wary Internet users with
an effective weapon against phishing, pharming and other cyber swindles.
What’s Special About GoDaddy.com SSL Certificates
Like other SSL Certificates, GoDaddy.com SSL Certificates ensure that sensitive information is kept
securely encrypted and safe from prying eyes. What’s more, Go Daddy’s rigorous authentication
guarantees that our Certificates are issued only to entities whose existence and domain ownership can
be verified.
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Go Daddy SSLs offer industry-‐leading security and versatility:
)XOO\YDOLGDWHG
8SWRELWHQFU\SWLRQ
9DOLGXSWR\HDUV GHSHQGLQJRQFHUWLILFDWHW\SH
EURZVHUUHFRJQLWLRQ
6WULQJHQWDXWKHQWLFDWLRQ
5RXQGWKHFORFNFXVWRPHUVXSSRUW
&RYHUVDQXQOLPLWHGQXPEHURIVHUYHUV RWKHU&HUWLILFDWLRQ$XWKRULWLHVFKDUJHIRUHYHU\VHUYHU
7KHUH,6RQHWKLQJ\RXZRQ·WILQGLQD*R'DGG\66/²DQRXWUDJHRXVSULFHWDJ:KLOHWKH\RIIHUWKH
VDPHSURWHFWLRQDVRWKHU66/VRQWKHPDUNHW*R'DGG\66/VFRVWXSWROHVV1RZRQGHU*R'DGG\
LVWKHSURYLGHURIQHWQHZ66/&HUWLILFDWHVLQWKHZRUOG
A GoDaddy.com SSL CertificateLVDQHDV\FRVWHIIHFWLYHDQGVHFXUHZD\WR
SURWHFWYLVLWRULQIRUPDWLRQDQGEXLOGWUXVW
Industry-‐leading Encryption
*R'DGG\FRP66/FHUWLILFDWHVVXSSRUWERWKLQGXVWU\VWDQGDUGELW XVHGE\EDQNVWRVDIHJXDUG
VHQVLWLYHGDWD DQGKLJKJUDGHELW66/HQFU\SWLRQWRSURWHFWRQOLQHWUDQVDFWLRQV
7KHDFWXDOHQFU\SWLRQVWUHQJWKRQDVHFXUHFRQQHFWLRQLVGHWHUPLQHGE\WKHXVHU·VEURZVHUDQGWKH
VHUYHUWKDWWKHZHEVLWHUHVLGHVRQ)RUH[DPSOHWKHFRPELQDWLRQRID)LUHIR[EURZVHUDQGDQ
$SDFKH;:HEVHUYHUVHFXUHGE\D*R'DGG\FRPFHUWLILFDWHUHVXOWVLQXSWRELWHQFU\SWLRQ
(QFU\SWLRQVWUHQJWKLVPHDVXUHGLQNH\OHQJWK³RUWKHQXPEHURIELWVLQWKHNH\7RGHFLSKHUDQ66/
FRPPXQLFDWLRQRQHZRXOGQHHGWRJHQHUDWHWKHFRUUHFWGHFRGLQJNH\0DWKHPDWLFDOO\VSHDNLQJQ
SRVVLEOHYDOXHVH[LVWIRUDQQELWNH\7KXVELWHQFU\SWLRQLQYROYHVSRVVLEOHYDOXHVDQG
ELWNH\VLQYROYHDVWDJJHULQJDQGSRVVLEOHFRPELQDWLRQVUHVSHFWLYHO\UHQGHULQJWKH
HQFU\SWHGGDWDYLUWXDOO\LPPXQHWRGHFU\SWLRQE\DQXQDXWKRUL]HGSDUW\
(YHQZLWKDEUXWHIRUFHDWWDFN WKHSURFHVVRIV\VWHPDWLFDOO\WU\LQJDOOSRVVLEOHFRPELQDWLRQVXQWLOWKH
ULJKWRQHLVIRXQG FUDFNLQJDRUELWHQFU\SWLRQLVFRPSXWDWLRQDOO\XQIHDVLEOH

/($51025( $T WWW.GODADDY.COM/SSL

GO DADDY® TECHNICAL BRIEF  eCOMMERCE SECURITY

Public and Private Keys
To obtain an SSL Certificate, an individual or company must generate and submit a Certificate Signing
Request (CSR) to a trusted Certification Authority such as GoDaddy.com. It is the Certification
Authority’s job to verify the requester’s identity, existence and domain registration ownership before
issuing an SSL Certificate.
When you create a CSR, Go Daddy’s Web server software creates two unique cryptographic keys: A
public key, which is used by the visitor’s browser to encrypt messages before sending them to the
receiving server, and a private key, which is stored on the Certificate holder’s local computer and used
to “decrypt” the secure messages after receipt.
In order to establish a secure, encrypted link between your website and your customer’s Web browser
your Web server will compare your issued SSL Certificate to your private key. Because only the
Web server has access to its private key, only the server can decrypt SSL-‐encrypted data.
Go Daddy’s Strict Verification Process
Before GoDaddy.com issues an SSL Certificate, the applicant’s company or personal information
undergoes a rigorous authentication procedure that serves to verify the domain control and,
if applicable, the existence and identity of the requesting entity. Thus, a GoDaddy.com SSL certificate
guarantees that the Certificate holder is who it claims to be and has a legal right to use the domain from
which it operates.
GoDaddy.com issues three types of SSL Certificates:






Standard SSL Certificate

9HULILHVWKDWWKHUHTXHVWLQJHQWLW\FRQWUROVWKHGRPDLQLQWKHUHTXHVW

$UHLGHQWLILHGE\WKHORFNLFRQDQG´KWWSVµSUHIL[GLVSOD\HGLQWKHXVHU·VEURZVHUEDU
Deluxe SSL Certificate To order, call 480-‐505-‐8877

$YDLODEOHWRDQ\RUJDQL]DWLRQUHJLVWHUHGZLWKDJRYHUQPHQWDXWKRULW\

&RQILUPVWKDWWKHLQGLYLGXDOQDPHGLQWKH&HUWLILFDWHLVDVVRFLDWHGZLWKWKHRUJDQL]DWLRQ
and controls the domain in question.

6KRZVDORFNLFRQDQGKWWSVSUHIL[LQWKHXVHU VEURZVHUEDU
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Premium Extended Validation Certificate (U.S., Canada, U.K., New Zealand & Australia only)

$YDLODEOHRQO\WRFRUSRUDWLRQVWKDWDUHOHJDOO\UHJLVWHUHGDQGYHULILHGWRKDYH

DVWDWXVRI´*RRG6WDQGLQJµ´$FWLYHµRUHTXLYDOHQW

7\SLFDOO\UHTXLUHVDOHWWHUIURPDQDWWRUQH\RUDFFRXQWDQW

'LVSOD\VWKH´KWWSVµSUHIL[DQGWKHFHUWLILFDWHKROGHU·VQDPHDJDLQVWDJUHHQ

EDFNJURXQGLQWKHXVHU·VEURZVHUEDU

:KLOHDOOFHUWLILFDWHW\SHVDUHDYDLODEOHIRUVLQJOHGRPDLQV HJ0\3HUVRQDO'RPDLQFRP 6WDQGDUG
FHUWLILFDWHVDUHDOVRDYDLODEOHLQ6LQJOH'RPDLQ6LQJOH'RPDLQZLWK8QOLPLWHG6XEGRPDLQV :LOGFDUG
DQG0XOWLSOH'RPDLQ 8&& YHUVLRQV






The Single Domain versionZRUNVZLWKDVLQJOHGRPDLQVXFKDV
0\3HUVRQDO'RPDLQFRP







The Single Domain with Unlimited Subdomains (Wildcard)YHUVLRQVHFXUHVDGRPDLQ
ZLWKXQOLPLWHGVXEGRPDLQVOLNH
-‐ http://www.MyPersonalDomain.com/
-‐ shop.MyPersonalDomain.com
-‐ register.MyPersonalDomain.com











 The Multiple Domain (UCC) versionSURWHFWVXSWRGRPDLQQDPHVZLWKRQH
FHUWLILFDWH7KLVFHUWLILFDWHZRUNVH[FHSWLRQDOO\ZHOOZLWK0LFURVRIW([FKDQJH6HUYHU
DQG2IILFH&RPPXQLFDWLRQV6HUYHUZKLFKRIWHQLQFRUSRUDWHPXOWLSOH
GRPDLQV)RUH[DPSOH
-‐ http://www.MyPersonalDomain.com/
-‐ http://www.MyPersonalDomain.net/
-‐ http://www.MyPersonalDomain.org/
-‐ shop.MyPersonalDomain.com

SSL Certificates – the Key to Online Security
'HPDQGIRUUHOLDEOHRQOLQHVHFXULW\LVLQFUHDVLQJ'HVSLWHERRPLQJRQOLQHVDOHVDVLJQLILFDQWQXPEHURI
FRQVXPHUVFRQWLQXHWREHOLHYHWKDWVKRSSLQJRQOLQHLVOHVVVDIHWKDQVKRSSLQJDWEULFNDQGPRUWDUVWRUHV
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The key to establishing a successful online business is to build customer trust. Only when potential
customers trust that their credit card information and personal data is safe with your business, will they
consider making purchases on the Internet.
A GoDaddy.com SSL Certificate provides a convenient, cost effective and reliable means of protecting
your customers’ online transactions. Once installed on your business website the certificate will
safeguard sensitive data with up to 256-‐bit SSL encryption.
With a GoDaddy.com SSL Certificate your customers will know they can trust your business.
“Gartner: Financial fraud concerns turn some away from online shopping,” Helen Leggatt for BizReport : Research : March 24, 2009,
http://www.bizreport.com/2009/03/consumers_in_the_us_are.html
The 5th annual “Online Fraud Report,” CyberSource Ltd.,
http://www.cybersource.co.uk/news_events/releases/11thfeb09.html
“Fear of debt and fraud change the way online shoppers pay,” Internet Retailer,
http://www.internetretailer.com/article.asp?id=30955
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